Editorial PrEfacE
We have entered an exciting period of unparallel growth in research interest in all aspects of information security and privacy. This interest, manifested by the recent plethora of books, journal articles, special issues, and conferences in this area, has resulted in a number of significant advances in technologies, methodologies, theories and practices of information security and privacy. These advances, in turn, have fundamentally altered the landscape of research in a wide variety of disciplines, ranging from information systems, computer science and engineering to social and behavioral sciences and the law. The International Journal of Information Security and Privacy (IJISP) was established to be a cross-disciplinary journal which appeals to a broad readership ranging from the academic and professional research communities to industry practitioners. The journal seeks submission of high quality manuscripts in research frameworks, methods, methodologies, theory development and validation, case studies, simulation results and analysis, technological architectures and infrastructure issues in design, implementation and maintenance of secure and privacy preserving initiatives. IJISP is well positioned to become the premier journal in information security and privacy and the venue of first choice for researchers from a diverse backgrounds and interests to publish their innovative and high quality manuscripts that are theoretically and methodologically sound and exhibit high degree of practical relevance. I encourage you to consider submitting your manuscripts for publication consideration to IJISP.
After our successful inaugural issue, I am very pleased to bring you the second issue of our first volume. This issue brings you five outstanding research papers that represent a wide cross-sectional look at a number of very important topics in information security and privacy. The focus of the first research article is on the design of authentication systems. This article, titled "On the Design of an Authentication System Based on Keystroke Dynamics Using a Predefined Input Text," is authored by Dieter Bartmann, Idir Bakdi, and Michael Achatz. The authors realize the difficulty in the design of authentication systems based on keystrokes dynamics, which are highly influenced by fluctuation of the individual typing behavior. This paper presents an asymmetrical method to overcome this difficulty. The paper presents the empirical results of an extensive field test study.
The second research article in this issue is titled "Privacy-Preserving Clustering to Uphold Business Collaboration: A Dimensionality Reduction-Based Transformation Approach," and is authored by Stanley R. M. Oliveira and Osmar R. Zaïane. In this article, the authors argue that while the benefits of data sharing for the purpose of data mining are immense, so are the concerns over the privacy violations resulting from such data sharing. Rather than simply preventing data sharing to enhance privacy, the authors present a solution designed to meet privacy require-ments while guaranteeing valid data clustering results. The article introduces an innovative method called dimensionality reduction-based transformation (DRBT) that preserves privacy in a shared data environment.
The focus of the third research article in this issue is in measuring the effectiveness of information security activities. The article is titled "Information Security Effectiveness: Conceptualization and Validation of a Theory," and is authored by Kenneth J. Knapp, Thomas E. Marshall, R. Kelly Rainer, and F. Nelson Ford. The article presents a sequential qualitative-quantitative methodological approach to propose and test a theoretical model of information security effectiveness. The proposed model includes four variables through which top management can positively influence security effectiveness: user training, security culture, policy relevance, and policy enforcement. The article links the finding of the study to existing top management support literature, general deterrence theory research, and the theoretical notion of the dilemma of the supervisor.
The fourth research article in issue presents an empirical study of the impact of privacy risk in the acceptance of information technology. The article is titled, "The Role of Privacy Risk in it Acceptance: An Empirical Study," and is authored by Joseph A. Cazier, E. Vance Wilson, and B. Dawn Medlin. The authors posit that risk and concerns over privacy violations impact the adoption of technology. Technology acceptance model (TAM) is extended to include perceptual measures of privacy risk harm and privacy risk likelihood. The result of their study confirms the notion that privacy risks play an important role in the use of information technology.
The last research article in this issue presents a provocative idea that ignorance about privacy risks can be bliss. The article is titled "Ignorance is Bliss: The Effect of Increased Knowledge on Privacy Concerns and Internet Shopping Site Personalization Preferences," and is authored by Thomas P. Van Dyke. The author observes that while people claim that privacy matters to them, they often do things while browsing that are risky in terms of privacy and posit that this seeming inconsistency between professed privacy concerns and risky behavior on the Internet may be more a consequence of ignorance rather than irrationality. An experiment to determine if people understood the privacy violation risks of technology, would that knowledge alter their level of privacy concern and their preferences concerning e-commerce Web site personalization. Results indicate that increased awareness of information gathering technology resulted in significantly higher levels of privacy concern and significantly reduced preferences for Web site personalization.
The editorial board of IJISP is committed to bringing you the highest quality theoretical, conceptual or empirical research articles, case studies, book reviews, tutorials, editorials as well as pedagogical and curricular articles dealing with all aspects of information security and privacy. We look forward to your continued support and invite you to consider submitting your manuscripts for publication consideration to IJISP.
